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1 System administrator guide for Signavio Process Manager

1 System administrator guide for Signavio
Process Manager
This document describes how to install and maintain the on-premises edition of
Process Manageron your Docker environment.

This guide is only relevant for system administrators. You find our
user guide here: Signavio user guide.
The information for workspace administrators can be found in the section Workspace administration of the user guide.
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2 Frequently asked questions

2 Frequently asked questions
2.1 What are the differences between the standard
setup and Docker-based setup?
2.1.1 Advantages of the standard setup
o

more fine-grained control over installation

2.1.2 Advantages of the Docker-based setup
o

less to no effort to apply changes when Signavio releases a new version

o

less effort for planned activities

o

less need for ad-hoc activities on the client side, for example no maintenance of JRE/JDK, no maintenance of Tomcat versions

o

the standardization reduces the risk of unforeseen challenges or pitfalls.
Therefore, the effort needed for troubleshooting is reduced.

o

You can update the services used in connection with Process Manager
independently, for example the connector for SAP Solution Manager.

o

The Signavio setup can be integrated in existing container-based systems

o

The new Collaboration Hub is only available with the Docker-based setup

o

The new user management is only available with this setup

2.2 General installation questions
2.3 Installations on Windows
Is there a performance difference between Windows and Linux?
Since we only provide Linux Docker images, the containers on Windows systems need
to run in a virtualized environment, that's why we expect the system to run significantly
faster on Linux.

Version 14.9

6

2 Frequently asked questions

2.4 Other systems
Does this setup run on Arm chips (for example Raspberry Pi)?
Currently, we only offer Docker images that run on x86/amd64 processors.

2.5 Databases
Which databases can be connected?
The setup supports all databases that currently would work with the standard on-premises installation so MS SQL or Oracle database would also
work and were tested.
Are JDBC drivers for all databases included in the Docker image?
The images doesn't contain any drivers for licensing reasons. You need to
add the drivers in a preconfiguration step, in which you add the JDBC files
and adjust the Process Manager Docker file.

2.6 Are there any current limitations?
At the moment, the following components used with the standard setup can't be
used with the Docker-based setup:
o

LDAP

o

extracted image service

o

Apache Solr server
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3 Required administrator profile
As any web application, Process Manager depends on external software components. The administrator guide requires prior knowledge about these components. The administrators responsible for installing and maintaining Process
Manager need to be proficient in the following technologies:
o

The operating system you install the software on

o

The database system you employ

o

Docker and Docker Compose

o

Java

o

Apache Tomcat

o

Setting up the connection to an email server

o

If HTTPS is used, SSL/HTTPS

o

If required, Microsoft Active Directory

o

If required, Microsoft SharePoint Web Part
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4 System architecture

4 System architecture
Deliverables of the container-based on-premises setup are highlighted in red.

The following diagram describes the typical system architecture Process Manager together with third-party software such as web servers, web browsers, and
databases.
By default, the on-premises edition contains the components highlighted in red.
Components or interfaces highlighted in yellow and blue can be purchased separately.
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5 Software components
5.1 Signavio Collaboration Hub
5.1.1 Collaboration Hub Frontend
Collaboration Hub provides read-only access to published diagrams. The front
end of Collaboration Hub runs a JavaScript engine from a web browser. Collaboration Hub can be linked to an Active Directory service to enable singlesign-on authentication. The active directory integration lets you define detailed
diagram access rights for Collaboration Hub users.
Collaboration Hub supports the following web browsers: Compatible browsers.

5.1.2 Collaboration Hub GraphQL
The GraphQL service is a client optimized API server for the Business Transformation Suite version of Collaboration Hub. It optimizes requests and
responses from the client and serves as a middle layer between Collaboration
Hub and the Apache Tomcat server. This leads to a reduction of the number of
API calls from the client.

5.2 Signavio Process Manager
The front end runs JavaScript and is entirely accessible through the web
browser.
Users must be registered with a valid email address and a self-chosen password
to get access to the Signavio editor, explorer, or dictionary.
The back end logic runs in the Tomcat runtime environment as a Java application.
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5.3 Web browser
All Signavio products are accessed by the users via a web browser. Find all supported web browsers here: Compatible browsers.

5.4 Apache Tomcat
The application server represents the run time environment for the Java back
end. For managing user sessions, Process Manager uses the native Tomcat session mechanism. Such sessions are stored in the servers file system, this way
they are kept even if the Tomcat application server is shut down. Therefore, a
restart or a temporary unavailability of the Tomcat server is invisible to the user.
No constant connection to the back end is required for modeling in the front end
(except for saving, loading or dictionary lookups). This means that the back end
can be shut down while users are still modeling. If the Tomcat server is available
again in time, no user will notice the downtime. Collaboration Hub is not accessible during a shut down.
HTTP or HTTPS (SSL) can be chosen for the connection between a web
browser and the Tomcat server.

5.5 Mail server
The mail server can be any server that is accessible via SMTP.

5.6 Database system
The database contains the user data of Process Manager. The data is stored
using a UTF-8 character set. In System requirements you find the supported
database systems.
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5.7 Active Directory
Collaboration Hub can be integrated with your Active Directory service. User and
user group information stored in the Active Directory are used only to control
read-only access to Collaboration Hub. Again, modeling access rights are
decoupled from the Active Directory as they are managed from within Process
Manager.

When linking to an Active Directory using Kerberos as the authentication protocol, the Signavio server has to be installed on Windows
64-bit and must belong to the domain whose Active Directory needs to
be accessed.

5.8 SharePoint portal
Signavio offers a SharePoint Web Part as a WSP package. The package
provides front end integration for the read-only access to the SharePoint portal.
The look and feel of Collaboration Hub can be customized via the Web Part.

5.9 Signavio Workflow Accelerator
Workflow Accelerator is a workflow automation system that is required for using
the approval workflow feature. Workflow Accelerator requires an additional subscription. The back end is a Java web application that has to be installed on a
separate server. Refer to the Signavio Workflow Accelerator administrator
guide for system requirements.

5.10 Third-party system
Third-party systems (for example ticket tracking systems) can be connected via a
separately licensed API.
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6 System requirements
6.1 Hardware minimum requirements for the web server
and the database server
Process Manager is a client-server application and requires at minimum two servers: a docker host server and a database server. The two servers can run on the
same machine.
Docker host server
o

4 CPU cores (virtualization possible)

o

Support of 64-bit systems

o

8 GB RAM (dedicated to the docker system, 5 GB RAM dedicated to application server container)

o

20 GB hard-drive space

Database server
o

2 CPU cores (virtualization possible)

o

Support of 64-bit systems

o

4 GB RAM (dedicated to the database)

o

30 GB hard-drive space (enough for approx. 20,000 diaram revisions when
using a MySQL database)

Docker host and database server on one logical server
o

6 CPU cores (virtualization possible)

o

Support of 64 bit systems

o

12 GB RAM

o

o

5 GB RAM dedicated to the application server container

o

4 GB RAM dedicated to the database

50 GB hard-drive space
5.2 Hardware minimum requirements for a client

Version 14.9

14

6 System requirements

o

Processor: 2,00 GHz or more

o

4 GB RAM

o

1 GB empty disk storage

6.2 Software requirements for the web server
macOS is not supported as an operating system for the Process Manager web server.
Operating system:
o

Debian Stable Release 64-bit

o

Microsoft Windows 64-bit
o

LCOW (Linux Containers on Windows) first released in 2016

6.3 Software requirements for the database server
macOS is not supported as an operating system for the Process Manager database server.
Operating system:
o

Debian Stable Release 64-bit

o

Microsoft Windows 64-bit

Database:
MySQL Standard Edition 5.7.x (InnoDB Storage Engine) or MySQL Enterprise
Edition 5.7.x (InnoDB Storage Engine)

o

Process Manager does not yet support MySQL 8.x.

o

We also recommend installing the MySQL Workbench. The
administration of the MySQL server is much easier with it.
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6.4 Software requirements for a client
Operating System:
o

Microsoft Windows

o

Mac OS X

o

Linux

Signavio Browser Compatibility

6.5 Email server
You need to connect Process Manager to an email server. Make sure the email
server can be reached within your network and create an account for Process
Manager or allow anonymous access.

6.6 System requirements for Signavio Workflow
Accelerator (optional)
You need to set up a Workflow Accelerator server to be able to use the approval
workflow feature of the Enterprise Edition. Workflow Accelerator has to be
installed on a separate server. Refer to the Signavio Workflow Accelerator
Administrator Guide for more information about the system requirements and the
installation process.
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7 Installation
To start with the installation, you need access to the on-premise git repository containing the installation files for Process Manager and you need your license file:
https://github.com/signavio/on-premise

7.1 Configuring the network
You can define a DNS record for your Signavio system in your network. Make
sure the IP address or the DNS record is set in the configuration of Process Manager.

7.2 Configuring the docker host server
7.2.1 Installing Docker
Download the Docker installation files, version 17.12.0 or newer, for your operating system at: https://docs.docker.com/get-docker/
7.2.1.1 Linux (recommended)
Multiple Linux distributions allow the installation of Docker through the package
manager. For Debian, you can use the Advanced Packaging Tool (APT).
Install Docker Engine
If your Linux distribution is not supported, you can try to install Docker from static
binaries. (Install Docker Engine from binaries)
7.2.1.2 Windows
The Docker engine for Windows supports Windows Server 2016 or newer.
Docker installation documentation:
Docker
Microsoft installation documentation:
Configure Docker in Windows
Since Signavio products are provided as Linux Docker images, it is necessary to
configure the Windows server to be able to run Linux containers:
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Linux Containers on Windows 10

7.2.2 Configuring the Process Manager container
Allocate as much RAM as possible for the Process Manager container. We
recommend allocating at least 5120 MB RAM, of which 80% (4096 MB) will be
used for the JVM.
Allocating is done by one of the following ways:
o

change the environment variable PROCESSMANAGER_MEM_LIMIT,
which is used in the docker-compose file (that means starting the Process
Manager container with this amount of memory)

o

change the value in the docker-compose file directly

You also need to dimension the memory of the Docker engine accordingly.
More information about container resources:
Runtime options with Memory, CPUs, and GPUs

7.3 Configuring the database server
The database system should be installed by an experienced database
administrator. The various database systems differ in terms of installation and configuration and aren't explained in detail in this manual.
The database system is required to support transactions.
If you are running a database cluster in your company, a database for the Signavio System can be created there as well
You need to create a user account for Process Manager in the database.
Apart from the standard SQL commands SELECT, UPDATE, INSERT and
DELETE, the Process Manager user must be able to create, alter, and delete
tables, views, and indexes and must be able to set locks.
Routines (stored procedures) are not created by the Process Manager account.
The system also doesn’t change any database user account settings.
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To use the diagnostics tool, see section Troubleshooting , your database user
needs to be able to create views. You can configure this right with the following
command (all supported database systems):
GRANT CREATE VIEW ON <db_schema> TO <dbuser>

with <dbuser> being a placeholder for your database user and <db_schema> being
a placeholder for your database schema name.
Process Manager is linked to the database server via a JDBC driver. Ensure that
the database is accessible for the Signavio server through your network.

You need the JDBC-URL of the database to configure it. Request this
URL from the responsible database administrator.

7.3.1 Configuring MySQL
MySQL Standard Edition 5.7.x (InnoDB Storage Engine) or MySQL Enterprise
Edition 5.7.x (InnoDB Storage Engine)

Process Manager doesn't support MySQL 8.x.
Ensure that by default, the MySQL database is encoded with UTF-8 and uses
the InnoDB storage engine. This is the only storage engine delivered by MySQL
that supports transactions. Additionally, the maximum package size must be set
to 16 MB.
Those configurations are made by changing the following variables in the
MySQL configuration file (my.ini or my.cnf).
The file should be located in the MySQL configuration folder
(for example C:\ProgramData \MySQL\MySQL Server 5.5 on Windows and
/etc/mysql on Debian-based Linux distributions).
1. If you are running MySQL version 5.5.3 or later, use the following configuration:
[mysql]
default-character-set=utf8
[mysqld]
max_allowed_packet=16M
character-set-server=utf8
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collation-server=utf8_general_ci
default-storage-engine=INNODB
max_connections=160
query_cache_limit = 32M
query_cache_size = 128M
query_cache_type = 1
lower_case_table_names=1

If you are running MySQL up to version 5.5.2, use the following configuration:
[mysqld]
max_allowed_packet=16M
default-character-set=utf8
default-collation=utf8_general_ci
default-storage-engine=innodb
max_connections=160
lower_case_table_names=1

2. Create an empty database scheme for Process Manager.
Overwrite older entries or make sure that no older entries are below their
corresponding new ones. Replace if necessary, or use # to comment the
lines out.
If you can’t locate the configuration files, you can also edit these attributes
in the MySQL Workbench.
3. You need to grant the database user permission to read out information
from a set of metadata tables:
GRANT SELECT ON information_schema.columns TO <dbuser>;
GRANT SELECT ON information_schema.tables TO <dbuser>;
GRANT SELECT ON information_schema.statistics TO <dbuser>;
GRANT SELECT ON information_schema.table_constraints TO <dbuser>;
GRANT SELECT ON information_schema.key_column_usage TO <dbuser>;

with <dbuser> being a placeholder for your database user.
Overwrite older entries or make sure that no older entries are below their
corresponding new ones. Replace if necessary, or use # to comment the
lines out.
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7.4 Add JDBC drivers
Supported JDBC drivers:
o

com.mysql.jdbc.Driver,

o

oracle.jdbc.driver.OracleDriver,

o

com.microsoft.sqlserver.jdbc.SQLServerDriver

To add additional JDBC drivers to the Process Manager container, the services/process-manager/Dockerfile

can be adjusted to copy the files to the tomcat/lib dir-

ectory.
The Dockerfile contains an example of this:

OPTIONAL STEP: Add your custom jdbc driver to the lib directory

7.5 Installing Process Manager
1. Download or clone the Signavio on-premises git repository:
https://github.com/signavio/on-premise
Content of the repository
o

docker-compose.yml
o

The docker-compose.yml documents and configures all of the
application's service dependencies (Process Manager, Collaboration Hub, etc). Using the Compose command line tool you
can create and start one or more containers for each dependency with a single command

o

Compose works in all environments including production, development, etc. and CI workflows

o

The configurations for the different services are using the env
files in the related service directories or define environment variables directly

o
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o

o

process-manager (main application)

o

solman (optional SAP Solution Manager service)

o

https-apache (optional service as a HTTPS proxy)

Convenience scripts
o

compose.sh (convenience wrapper for UNIX based systems)

The compose.sh file contains the line COMPOSE_
ENVIRONMENT_VARIABLES="CONFIGURATION_SIGNEDD=$(cat configuration_signed.xml | base64).

When you use

the GNU base64 command, this adds linebreaks after
76 characters. This may cause an issue later during
the installation. When you use the base64 command,
add the argument -w0 to the command.
o

compose.ps1 (convenience wrapper for Windows Powershell)

o

The convenience scripts are a helper to set up the right parameters for docker-compose and to encode license file in order to
provide it as an environment variable

o

The scripts are using relative paths and need to be executed in
the working directory of the cloned configuration repository

2. Stop any running Process Manager installation on the application server.

7.6 Configuring Process Manager
There are two alternatives adding the configuration to the Tomcat conf folder. If
you already have existing configuration files the method described in section
Configuration by Tomcat configuration files can be used to get your configuration into the Process Manager container. In order to create the necessary
XML configuration files you can use the existing documentation: Installation.
To quickly spin up the configuration the method by env files can be used as
described insection Configuration by setup.env file.
Before you can start the compose setup, you need to configure the Signavio
applications. The git repository contains the configuration file templates services/process-manager/setup.env .
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Place the following file into the root directory of the cloned git configuration:
configuration_signed.xml

7.6.1 Configuration by Tomcat configuration files
Additionally there is an alternative option to add plain configuration files, for
example configuration.xml, server.xml, directly to the tomcat/conf folder by adding them
to services/process-manager/tomcat_conf of the configuration.
1. Add files to services/process-manager/tomcat_conf
2. Uncomment the line # ADD tomcat_conf /tomcat_conf to add the configuration
files to the container
3. Restart the docker-compose setup
The configuration files you may add to the tomcat_conf folder will always take precedence over all values which are set in services/process-manager/setup.env for
the respective configuration file used by the Tomcat server.
There are sections in the ENV file which indicate to which configuration file a
value relates to.

7.6.2 Configuration by setup.env file
1. In the services/process-manager/setup.env file, adjust the following properties:
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Property

Possible values

SERVER

The url of the target server. The url must not end with
a / (slash).
Format: http(s)://<DNS entry or IP address> (:<port>)
Examples:
http://signavio.mycompany.com
http://159.234.37.47:8080

SERVER_PORT

You can configure the port SPM is using by setting
the attribute SERVER_PORT of the services/process-manager/setup.env file. By default, the
port is 8080. If you want to spare users of Process
Manager entering the port number to the address line
of the web browser (for example http://signavio.yourCompany.com:8080/), change the port
number to 80.
o

If you want to use HTTPS, ensure that the certificate is signed by a trusted certificate authority (CA) and that the JVM trusts the SPM
container trusts the certificate. You can find further information on this topic in Using HTTPS.

o

If you use multiple connectors, apply the correct
settings to all of them.
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Property

Possible values

DEFAULT_

The default language of the system.When working in

LANGUAGE_CODE

a multi-language workspace, the value defines the
default language.
For example, if a user is invited to comment on a
model, Collaboration Hub will be displayed in the
default language. Once the user logs in, Collaboration Hub is displayed in the language defined
in the user settings.
Possible values are the following:
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o

de(German)

o

en (English)

o

es (Spanish)

o

fr (French)

o

ja (Japanese)

o

ko (Korean)

o

nl (Dutch)

o

ru (Russian)

o

zh (Chinese)
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Property

Possible values

Database configuration

The template configuration file already contains a
default configuration for the connection to a MySQL,
Oracle and MS SQL server database. Use those
defaults and configure the variables JDBC_DRIVER,
JDBC_URL, JDBC_USERNAME and JDBC_
PASSWORD.
JDBC_DRIVER: The Java class name of the JDBC
driver.
Example:
MySQL: com.mysql.jdbc.Driver
JDBC_URL: The URL of the database system
Example:
MySQL: jdbc:mysql://localhost/signavio
(You are connecting to the MySQL server named localhost and the database signavio.)
JDBC_USERNAME: The username of the database
user account.
JDBC_PASSWORD: The password of the database
user account.
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Property

Possible values

Email server con-

Configure the connection to an email server that will

figuration

send out system emails like notifications and registration emails.
o

SMTP_HOST_NAME: Host name of the email
server

o

SMTP_EMAIL: Sender mail addresses for outgoing emails

o

SMTP_AUTH_USER:Username of the email
account to be used

o

SMTP_AUTH_PWD: Password the email
account to be used

o

SMTP_PORT: Port the email server uses

o

SMTP_SECURE: Usage of TLS/SSL. Possible
values are true and false

EXTERNAL_

The absolute path to an existing folder on the target

CONFIGURATION_

server. The system user who runs the Tomcat Server

PATH

needs to have write access to this directory. The
path must be outside of the webapps directory,
because during an update of Process Manager the
content of the webapps folder is removed. This folder
contains files that are cached during run-time of the
application. You don't need to backup the content of
this folder.
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Property

Possible values

Support email address

This is the receiving address of the support request
users can send through the support form out of Process Manager. If this attribute is empty, the Signavio
support address will be used.
Insert the email address of your contact person, for
example
SUPPORT_MAIL_ADDRESSS=support@example.com

Maximum diagram

Add the tag <maxDiagramCount> to set the max-

count for reports con-

imum number of diagrams. The default value is 250.

figuration:

In this example, the value is increased to a maximum
of 500 diagrams:
MAX_DIAGRAM_COUNT=500

Performance related

Add the tag MEMORY_ENTRIES to set the max-

configuration

imum number of cache entries. The default value is
1000.
Use a lower number if the system uses too much
main memory (RAM). Use a higher number if the system is too slow.
Add the tag REDIS_CACHE_EXPIRE_TIME_
SECONDS to set the cache expiration time.
The default value is 172800 (in seconds).
Use a lower number if the system uses too much
main memory (RAM). Use a higher number if the system is too slow.
For more information, please contact Signavio Support.
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Property

Possible values

TOMCAT_

To compress the information transferred, automatic

COMPRESSION

compression should be enabled. Add the following
attributes to the services/process-manager/setup.env
file:
TOMCAT_COMPRESSION=true

If compression is enabled, these values will be
added:
compressableMimeType="
text/css,text/plain,
image/svg+xml,
application/xhtml+xml,
text/html,
text/xml,
text/javascript,
application/xml,
application/x-javascript,
application/javascript"
compression="on"
compressionMinSize="2048"

2. Start the Process Manager container in one of the following two ways:
o

with the convenience script: compose.sh (bash) / compose.ps1 (PowerShell)

o

with docker-compose needed parameters

If docker-compose is used directly, make sure that the Base64 encoded environment variable CONFIGURATION_SIGNED is either set in the docker-compose.yml for
the spm service or it is set in the shell that executes docker-compose.
Possible convenience script parameters:
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o

spm (mandatory, as the main application)

o

solman (optional, needed if SAP Solution Manager is used)
o

o

Adds parameters to the execution docker-compose: solman

hub (needed for the Business Transformation Suite version of Collaboration Hub)
o

Adds parameters to the execution docker-compose:
o

o

hub, graphql, user-mgmt

apache
o

Adds parameters to the execution docker-compose: apache

You can now access Process Manager in a web browser via the DNS entry or
the IP address configured (for example http://signavio.yourcompany.com).
If you want to change the configuration later, you need to restart docker-compose
setup to apply any changes.
Signavio automatically provides customers of the on-premises edition with a
new license once the old license expires.

7.7 Troubleshooting
7.7.1 Troubleshooting configuration issues
To check if everything went fine after starting the Tomcat, visit the URL
<baseURL>/diagnostics
(for example: https://mycompanysignavio.com:8080/diagnostics).
Here, you see the following window:
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Click Run Diagnostics Test. The tool is automatically checking the log entries. In
case of errors, you receive a problem description and detailed advice on how to
proceed.
To prevent users from accessing the diagnostics results, follow the instructions
at Configuring HTTP basic authentication .
In the code snippets, replace register with diagnostics :
Replace <url-pattern>/p/register/*</url-pattern> with <url-pattern>/diagnostics/*</url-pattern> .

7.7.2 Installations on Windows
Problem

Solution

Docker
images are
not working
on Windows

We only offer Linux images at the moment, so you have to enable
Windows Linux Container on Windows and Hyper-V (minimum
Windows Server 2016). Both can be can be enabled with PowerShell commands.
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7.7.3 Files in incorrect locations
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Problem
configuration_
signed.xml file

Solution
o

If the convenience script compose.sh is used, it picks up the
file configuration_signed.xml. This file needs to be in the same

in the wrong
place

folder as the compose.sh file, otherwise you need to adjust
the path in the compose.sh script
o

the compose.sh script encodes the file configuration_signed.xml
in base64 and provides it as an environment variable. As
an alternative, the encoded environment variable can be
set directly in the script or in the docker-compose.yml of the
Process Manager

Database
drivers in the
wrong place

You need to add the database drivers, they are not part of the
provided files. The driver files must be located under the same
root path as the Process Manager Dockerfile and the COPY command needs to be added to the Dockerfile.
The source path of the driver that needs to be added to the Process Manager image must be inside the context of the Docker
build. An example for the COPY command is provided as a comment in the Dockerfile.
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Problem

Solution

Tomcat conIt's possible to put Tomcat configuration files into services/processfiguration files
manager/tomcat_conf . This overrides all values set by environment
in the wrong
variables for the configuration files.
place

If you use this option, in the Process Manager Dockerfile you
need to uncomment the line that ensures that tomcat_conf is
copied into the Docker image.
If the configuration files are put directly into the tomcat directory,
for example COPY configuration.xml /usr/share/tomcat/conf/configuration.xml,

the Process Manager image

overrides this file at startup, because the image creates a configuration file with set environment variables. But the image is set
up in a way that all files in the added folder tomat_conf take precedence over the files created with the set environment variables.
When using configuration.xml from tomcat/conf , make sure you have
gateway mappings added to your configuration.xml, otherwise the
new Collaboration Hub and the new user management might not
work.
<sharedJwtSecret>hellotest</sharedJwtSecret>
<gatewaymappings>graphql=http://graphql</gatewaymappings>
<gatewaymappings>hub-next=http://hub</gatewaymappings>
<gatewaymappings>users=http://user-mgmt</gatewaymappings>

7.8 Registering users
To register a user, open the following URL in your browser:
http://<IP address or DNS of the Signavio system>/p/register
Fill out the form and click Register. Repeat this step for each user you want to
register. Users login by entering their email address and a personally chosen
pass- word.
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A user’s email address is a unique ID. It is not possible to change a
user’s email address after its registration!
The first registered user is automatically added to the special user group Administrators. You can add more users manually to the group. Users who are members of the Administrators group operate with extended rights that allow
managing user groups or adding modeling guidelines. Therefore, the first user is
able to add other users to the administrators group.

7.9 Run manual functional tests
To ensure that your system is operating properly after installation or update, run
the following manual tests:
o

(Only new/first installation): Register at least two Signavio users, one modeling user and one Collaboration Hub user.

o

Log in as a modeling user.

o

Create a folder and a diagram (incl. dictionary entries).

o

Publish the diagram in Collaboration Hub.

o

Send an invitation to comment on a diagram.

o

Create a process documentation.

o

Create an Excel report.

o

Use the BPMN Simulation.

o

Use the Dictionary (for example, edit an existing entry).

o

Log out as a modeling user.

o

Open Collaboration Hub as a Collaboration Hub user:

o

(Only if configured): Is the user correctly recognized in the Single Sign-On?

o

Is the diagram you published earlier available?

o

Check if notification mails are sent with the configured frequency.
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7.10 Optional Configuration
This section provides instructions for optional configurations, which aren't
required for all installations.

7.10.1 Configuring Collaboration Hub and Active Directory
If you have purchased Collaboration Hub and want to use single-sign-on (SSO),
you need to configure the connection to your Active Directory service.
o

If you use Kerberos-SSO functionality, you need to install the Signavio
server on a machine that is within your Active Directory domain.

o

If you want to test access your ActiveDirectory, you can use the LDAP
Browser by Softerra. For example, you can check if the user name and
password is correct and if the user can access relevant parts of the Active
Directory. You can download the Softerra LDAP Browser free of charge at:
http://www.ldapbrowser.com/download.htm

o

Before activating or deactivating the SSO-function you should unpublish all
diagrams. Otherwise diagrams may not be correctly published for some
users.

The configuration template environment variables in services/process-manager/setup.env contain placeholder configurations of an Active Directory connection, for example:
LDAP_HOST=ldap://192.168.0.100/
LDAP_SEARCH_ROOTS=CN=Users,DC=company,DC=com;CN=Groups,DC=company,DC=com
LDAP_MODELER_SSO_SUPPORTED=true
LDAP_DIALECT=ACTIVE_DIRECTORY
LDAP_SSO_MODE=KERBEROS
LDAP_USER=CN=LdapUser,CN=Users,DC=company,DC=com
LDAP_PASSWORD=password
LDAP_ADMIN_MAIL=admin@company.com
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Property

Possible values

LDAP_

URL for the access to the Active Directory using LDAP.

HOST
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Property

Possible values

LDAP_

Multiple folder objects that will be used as root directory for the

SEARCH_

search.

ROOTS

Specify these objects as Distinguished Names. Search roots can
be either OrganizationalUnits or Containers.
Be aware that user groups are not containers for users, but references to users.
Below is an example of a structure of an Active Directory in the
domain adtest.local:
If the containers Users or user UserGroups are in the domain's
root node, all folders highlighted in red have to be marked as
searchRoots:

The Distinguished Names in this case are:
CN=Users,DC=adtest,DC=local
OU=UserGroups,DC=adtest,DC=local
If the Active Directory is divided by location or organization units,
the sub folders containing groups and user have to be marked as
SearchRoots:
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Property

Possible values

The Distinguished Names in this case are:
OU=Groups,OU=AAA,OU=Organization,DC=adtest,DC=local
Example: user groups on organization level in an Active Directory
OU=Groups,OU=AAA,OU=Organization,DC=adtest,DC=local
OU=Users,OU=AAA,OU=Organization,DC=adtest,DC=local
OU=Groups,OU=BBB,OU=Organization,DC=adtest,DC=local
OU=Users,OU=BBB,OU=Organization,DC=adtest,DC=local
OU=Groups,OU=CCC,OU=Organization,DC=adtest,DC=local
OU=Users,OU=CCC,OU=Organization,DC=adtest,DC=local
The entries in services/process-manager/setup.env must be separated by ; (semi-colon)
LDAP_SEARCH_ROOTSS=OU=Groups,OU=AAA,OU=Organization,
DC=adtest,DC=loocal;OU=Users,OU=AAA,OU=Organization,DC=adtest,DC=local;
OU=Groups, OU=BBB,OU=Organization,DC=adtest,DC=local;
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Property

Possible values
OU=Users,OU=BBB, OU=Organization,DC=adtest,DC=local;
OU=Groups,OU=CCC,OU=Organization,DC=adtest,DC=local;
OU=Users,OU=CCC,OU=Organization,
DC=adtest,DC=local

LDAP_

Controls whether Active-Directory users can log in to Process

MODELE-

Manager as modeling users without providing a separate Sig-

R_SSO_

navio password. Possible values are true and false (default).

SUPPORT- To use SSO for a specific Active-Directory user, every modeling
ED
user must be registered within Process Manager with the same
email-address they used to register for Active Directory.
LDAP_

The LDAP dialect is a format for query statements that use the

DIALECT

LDAP search filter syntax.

LDAP_

Used mechanism for the user Single-Sign-On. Might be

SSO_

KERBEROS or LDAPQUERY (authentication using an LDAP

MODE

user name and password). If you use LDAP-query based authentication, you can also specify an ldapQueryLoginPattern.
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Property

Possible values

LDAP_

User object for the access to the Active Directory. Depending on

USER

the version and the configuration of the active directory, there are
three different notations for the user name:
a. Distinguished Name (e.g.:CNN=LdapUser,CN=Users,DC=company,DC=com)
b. User UPN logon name (e.g.: LdapUser@company.com)
c. SamAccountName(e.g.:company\LdapUser)
Try the different notations in this order. If it does not work try the
next notation.

LDAP_

Password of the user object.

PASSWORD
LDAP_

Email address of the administrator who is responsible for the

ADMIN_

LDAP configuration. This is used for system notifications and thus

MAIL

has to be defined.

1. Restart the docker-compose setup
2. Grant read access to Collaboration Hub to users and/o ruser groups following the instruction of the Process Manager User Guide.
With Collaboration Hub, you purchased a contingent of Active Directory users
who are allowed to get read access to models that were published in Collaboration Hub. When calculating the number of active users, the system considers all users that have access to any published diagram.
If the quantity of Collaboration Hub users reaches 80% of the contingent, your
work- space administrator automatically receives an email notification.
If the contingent is exceeded, the read access to Collaboration Hub is temporarily deactivated. Licensed users will still be able to log in.

Version 14.9

41

7 Installation

o

To activate the automatic authentication for Internet Explorer using a Kerberos user, add the host name of the Signavio server to the security zone
Local intranet and ensure the option user authentication > registration is set
to Automatic logon only in Intranet zone .

o

To activate Kerberos authentication using Mozilla Firefox, goto about:config via the address bar of the browser. There, set the variable network.negotiate-auth.trusted-uris
configuration.xml

to the Signavio server URL as defined in the

file. If the variable is already set, extend it as a comma-sep-

arated list with the server URL.

7.10.2 Using HTTPS
Process Manager supports encrypted communication via HTTPS. We recommend using HTTPS, for example if the users access the Signavio system via an
insecure network connection.
If you want to use the HTTPS protocol, some additional configurations in the software are necessary. It is required that the respective administrator has some
knowledge of HTTPS usage in combination with the Apache Tomcat. For further
information and help regarding the installation and configuration consult the documentation of the Apache Tomcat.
Make sure that the certificate is issued by a trusted Certificate Authority (CA) and
make sure that the JVM is trusting that certificate and CA.
Both certificates must be added to the Java Truststore.
An incorrectly configured HTTPS connection typically causes the following problems:
o

The search of diagrams and dictionary entries returns no results.

o

The Dictionary is empty.

o

Diagrams can’t be exported as a PNG, the diagram preview in the explorer
shows no picture of the diagram, the BPM Collaboration Portal shows no
graphical rep- resentation and in the Simulation and Comparator no diagram is displayed.

o

The simulation can’t be executed.

o

The system doesn’t send notification emails.
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The reason for these effects is that the different features are provided by different
web services that communicate via HTTP(S).
To ensure a stable connection, the JVM instance must accept the used certificate. If you observe one or more of these effects, check the container logs.
Usually, the error messages contain helpful information about the problem.
7.10.2.1 Using an Apache web server in front of the Tomcat to enable SSL
You can set up an Apache web server (that uses SSL) and have it handle the
external traffic for the Tomcat.
The configuration procedure is described in the official Apache Tomcat documentation at
The Apache Tomcat Connectors - Web Server HowTo (1.2.48) - Apache HTTP
Server HowTo
The docker-compose service apache can also be used to achieve this. In services/https-apache the conf files and the certificates can be adjusted according to
your Process Manager settings.
7.10.2.2 Tomcat SSL Certification
For a better understanding you find detailed instructions for SSL certification in
the official Apache Tomcat documentation at:
https://tomcat.apache.org/tomcat-8.5-doc/ssl-howto.html
Make sure to set UTF-8 as the URI Encoding of the HTTPS connector. Always
use port 443, since most web browsers reject HTTPS requests on other ports.
Readily prepared connector values for a configuration could look like this:
SERVER_PORT=443
SERVER_PROTOCOL=org.apache.coyote.http11.Http11NioProtocol
SERVER_SSL=true
SERVER_SSL_PROTOCOL="TLSv1+TLSv1.1+TLSv1.2”
SERVER_KEYSTORE_TYPE=PKCS12
SERVER_KEYSTORE_FILE="Path/to/.keystore"
SERVER_KEYSTORE_PASS=mypassword

You have to change the server address in setup.env file to
SERVER=https://localhost:8443
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ForTomcat 8.5, the SSL protocol has changed. The TLS protocol is no
longer supported by all browsers. As a result, you will not be able to
reach your application if you try to use the default TSL protocol. To fix
this, you need to define an additional TLS version.
The keystore lines are optional, and can be changed depending on what kind of
certificate you want to use (our example is for PFX). If you need more connectors
or other certificate methods, you would need to insert your own server.xml file as
described in the section Configuration by Tomcat configuration files.
7.10.2.3 Signavio System Configuration
The Process Manager container must be stopped for this.

These instructions assume that the Signavio Application Server, the
Mailing Server, the Image Server, the Simulation Server and Apache
Solr run on the same machine. If this is not the case, adjust the corresponding URLs according to your system setup.
1. Update the Signavio configuration file services/process-manager/setup.env
in the root directory.
a. Update the following variables:
SOLR_URL=http://localhost/solr
IMAGE_SERVICE_HOST=http://localhost
PLATFORM_HOST_FOR_MAILING_SERVICE=http://localhost
DECISION_TABLE_VERIFICATION_HOST=http://localhost
BDM_SIMULATION_SERVICE_HOST=http://localhost
DROOLS_EXPORT_SERVICE_HOST=http://localhost

b. In the same file setup.env, make sure the host entry looks like this:
SIMULATION_HOST=http://localhost</entry>
2. Update the Apache Solr server:
a. Open the file $TOMCAT_DIR/webapps/solr/META-INF/context.xml
b. Add your IP with a leading | to the attribute allow of the xml element
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Valve.

For example, if the IP of the server is 192.168.80.152, the entry
should look like this:
c.

<Valve
className="org.apache.catalina.valves.RemoteAddrValve"
allow="localhost|127\.\d+\.\d+\.\d+|::1|0:0:0:0:0:0:0:1|
192.168.90.152"
/>

3. Ensure your configuration is correct. Proceed as described in section
Troubleshooting .

7.10.3 Configuring approval workflows with Signavio Workflow
Accelerator
Signavio provides Workflow Accelerator to customers who purchased a corresponding subscription. If your organization wants to use the approval workflows feature, you need to install Workflow Accelerator on your server.
Refer to the Signavio Workflow Accelerator administrators guide for more
information about the system requirements and the installation process.
Before installing Workflow Accelerator, ensure your Signavio version is compatible with the Workflow Accelerator version you plan to install. You find a corresponding compatibility list in section Compatibility .

7.10.4 Enabling single sign-on via SAML
You can enable single sign-on (SSO) via Security Assertion Markup Language
(SAML) for your on-premises installation. Read more in the Process
ManagerUser Guide. The user guide article also explains, which steps to take
on the side of your service provider (SP), Signavio Process Manager.
On-premises customers have two options to configure SSO for an identity provider (IdP) which differ from the description for SaaS workspaces.
1. To configure SSO for your IdP, follow your specific IdP's configuration. You
have to set Process Manager as a trusted party.
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2. If XML metadata is required to configure SSO, you need to replace the following placeholders in this template with your specific data:
o

###SERVER_PARAMETER_FROM_CONFIGURATION_XML_
WITHOUT_PROTOCOL###:
Use the SERVER of your Process Manager system. You specified the
SERVER in your setup.env when you configured Process Manager.
An example is example.com.

o

###SERVER_PARAMETER_FROM_CONFIGURATION_XML_
WITH_PROTOCOL###:
Use SERVER, including the protocol, of your Process Manager system. You specified the URL and the protocol in your configuration.xml
when you configured Process Manager. An example is
https://example.com.

3. Set the following SAML response attributes in your IdP configuration:
o

email

o

First_name

o

last_name

o

Name ID

7.10.5 Configuring the ApacheSolr server
To search for diagrams, folders, uploaded documents and dictionary items, the
Signavio application server employs Apache Solr. Usually, the Solr server is
deployed on the same Tomcat server as the rest of the application.
You can deploy the Solr server on a separate web server. If your Signavio system fulfills one the following conditions, it can be useful to employ a separate
server for better performance:
o

You are using the system with more than 1,000 modeling users.

o

You are using the system with more than 50,000 Collaboration Hub users.

o

Your process landscape contains more than 5,000 diagrams.

o

You are running Signavio on a web server cluster.
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To run the Solr server on a separate Tomcat server, install Tomcat and configure
it the same way as the Signavio Tomcat web server (see section Configuring
the web server).
In case the second Tomcat runs on the same server/VM, make sure it it runs on a
different port than the Signavio Tomcat.
1. Stop any running containers.
2. Add a Solr service.
3. Adjust the file setup.env
4. Update the following line
SOLR_URL
with the URL of the Solr server. Ensure you also define the context path of
the web application (default is solr).
5. Start the Solr service.
6. Start the docker-compose setup
Before you start Process Manager, always ensure the Solr server is running.
Otherwise, the system cannot create the search index.

7.10.6 Configure an image server
1. Stop any running containers.
2. Start or create a separate Image server
3. Adjust the file services/process-manager/setup.env
4. Update the following line
IMAGE_SERVICE_HOST
with the URL of your image server.
5. Start the Image service.
6. Start the docker-compose setup
Before you start the Signavio server, always ensure the image server is running.
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7.10.7 Configuring SAP Solution Manager Connector
To use the SAP Solution Manager 7.2 (SolMan) connector, you must first setup
Process Manager service.

Create a new database schema named solman72connector for the
SAP Solution Manager 7.2 connector.
You must run the connector on a different database schema than the
one you use for Process Manager.

7.10.8 Installing the connector
To install the SAP Solution Manager connector, you need to update: services/solman/setup.env and add the solman parameter when executing the convenience script. The solman service directory is provided in the configuration git
repository that comes with the on-premises edition of Process Manager. services/solman/setup.env is used to configure the SAP Solution Manager connector.
1. Open services/solman/setup.env
2. Follow the instructions and read the comments in it. The instructions tell
you how to configure the SAP Solution Manager 7.2 connector.
Instructions and comments within the file start with a hashtag (#). Comments always refer to the following configuration parameter, for example:
# the shared secret for communication between Process Manager and
# solman72-service
# must be the same as in services/process-manager/setup.env
SHARED_JWT_SECRET=SHARED_SECRET_CHANGE_ME
7.10.8.1 Configuring the connector
Configuring the connector is similar to the configuration used for Process Manager.
Open setup.env and update the following parameter:
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SOLMAN_JWT_SECRET: Just like with the template file, this is where you set
the secret. It MUST be the same in both services/process-manager/setup.env
and services/solman/setup.env
Do not delete any parameters from the template and keep the configuration files
consistent with each other.
7.10.8.2 Using Solution Administration
See the Process Manager user guide section Signavio Process Manager for
SAP Solution Manager 7.2 for information on using the connector.
7.10.8.3 System diagnostics
On-premises customers can use our system diagnostics tool to check if their connector installation was successful. See the Troubleshooting section for details.

7.10.9 Configuring the mailing server
The mailing service that is used for sending emails is usually deployed on the
same Tomcat as the rest of the application. However, you can deploy the mailing
service on a separate server. If you are running a Signavio system that fulfills
one the following conditions, it may be useful to use a separate server for better
performance:
o

You are using the system with more than 1,000 modeling users.

o

You are using the system with more than 50,000 portal users.

o

You are running Signavio on a web server cluster.

In order to run the mailing server as a separate container, add an additional SPM
service and configure it just as the Process Manager (see: Configuring the web
server ). Additionally, ensure that the mailing server can access the Signavio
database. We recommend to use the same database user as for the Signavio
server.

In case the second Tomcat runs on the same server/VM, make sure it
is running on a different port than the Signavio Tomcat.
Afterwards, proceed as follows:
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1. If running, stop the containers.
2. Add an additional service to the docker-compose file
3. Adjust the file services/process-manager/setup.env
4. Start the containers
5. Start the mailing server.

Always ensure the Signavio server is running before the mailing
server is started. Otherwise, the initialization of the mailing service
fails.

7.10.10 Configuring the Signavio Simulation Server
The execution of process simulations is performed in a standalone web application that is usually deployed on the same Tomcat server as the rest of the
application. To avoid an overload of the web server by a complex simulation
scenario, a simulation instance will be canceled when reaching a preconfigured
threshold. You can increase these thresholds on your own risk. To avoid an overload of the web server, you can also deploy the simulation component on a separate Tomcat server.
7.10.10.1 Adjusting properties of the Signavio Simulation Server
You need to adjust the file setup.env you find at services/process-manager.
Uncomment and update the necessary environment variables and fill the values:
If you want to run the simulation server with the defaults, you don’t need to edit
the values uncommenting them.
SIMULATION_MAX_RESULTS:
Defines the maximum number of simulation results that will be cached in the Simulation
Server at a time. The default value is 100.
SIMULATION_MAX_CACHED_INSTANCES:
Defines the maximum number of running simulation instances that will be cached in the
Simulation Server at a time. The default value is 100.
$$\text{NrOfParallelNCaseRuns} \times \frac{maxLogEntries \times 15}{100.000}\text{MB}$$

SIMULATION_RESULT_TIMEOUT:
Defines the amount of time (seconds) until a simulation result is considered as old and
can be deleted. The default value is 600.
SIMULATION_INSTANCE_TIMEOUT:
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Defines the amount of time (seconds) until a simulation instance is considered as old
and can be deleted. The default value is 600.

7.10.11 Configuring the GitHub integration for Red Hat Decision
Manager projects
Configure this integration only if you plan to use the Process Manager to push
diagrams to your Red Hat Decision Manager projects on GitHub.
The Process Manager integration with GitHub allows you to push diagrams from
the Process Manager to your Red Hat Decision Manager pro- jects for seamless
updates.
To configure your system for the GitHub integration, proceed as follows:
1. Create a GitHub OAuth application.
2. Log into your GitHub account and open https://github.com/settings/applications/new.
3. Enter an Application name, a Homepage URL and an Application description.
4. Enter the base URL of your on-premises installation as the Authorization
callback URL, for example https://mysignavio.acme.com:8080.
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5. Click Register application.
6. Keep the website open to copy the tokens Client ID and Client Secret later.
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7. Add the GitHub application credentials to your Process Manager configuration.
8. Open the file setup.env in the folder services/process-manager/ .
9. Adjust the following lines with your Client ID and Client secret:
GITHUB_CLIENT_ID=<myClientID>
GITHUB_CLIENT_SECRET=<myClientSecret>

7.10.12 Configuring the Business Transformation Suite version of
Collaboration Hub
The Business Transformation Suite version of Collaboration Hub can be added
as a separate service using the compose scripts or docker-compose. Add the
option hub when executing the compose script.
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Environment variables need to be adjusted in docker-compose.yml to allow Collaboration Hub to connect to Process Manager and an optional Workflow Accelerator installation.
SPM_API_BASE
URL of Process Manager
SWA_API_BASE
URL of Workflow Accelerator
JWT_SIGNING_KEY
Must be the same as SHARED_JWT_SECRET of Process Manager
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8 Operating guide
This chapter guides you through operating Process Manager.

8.1 Backing up your data
The database contains all relevant data for a secure recovery of all your repository information.
The only items that are not stored in the database are:
o

the search index (that will be generated automatically when you restart the
Tomcat server,

o

user sessions (that means users have to login again after you restart the
Tomcat server).

Based on your database system and existing infrastructure, a database backup
may rely on existing backup strategies. We recommend you to execute at least
one backup per day and implement a rotating backup strategy with monthly
backups.
You should store the backups on different hardware at another physical location
or on external hardware, to protect the backups - for example - from fire.

8.2 Logging in as a user
You access Process Manager with a web browser (see https://www.signavio.com/browser-compatibility/ for a list of supported browsers).
In case you have problems connecting to Process Manager, make sure your
browser's network and proxy settings are correct.
To log in to the Signavio web application you need to have a registered user
(and their email address and password).
Collaboration Hub without single-sign-on allows any user who can access the
Signavio server's URL to view published diagrams in your browser. If some
users within your network shouldn't have access to Collaboration Hub, you have
to manage these access restrictions on network level.
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In contrast, Collaboration Hub with single-sign-on allows you to define user and
group specific access rights for each diagram based on your Active Directory service.

8.3 Troubleshooting
This section provides an overview over the most frequent causes for system malfunctions and their possible solutions:
Problem

Solution

The Tomcat server or the data-

Try to login each time after maintenance

base don't start up after main-

activities to check whether the system star-

tenance activities.

ted properly.

Not enough disk space is avail-

Each diagram version requires approx-

able for the database.

imately 1 MB of disk space. If a diagram is
saved ten times, 10 MB of data are used. We
recommend calculating enough disk space
and monitoring it on operating system level.
For example, a note could be sent to the
administrator if the system is running out of
disc space.

There was not enough memory

This manifests in frequent swapping and

allocated to the Tomcat server.

slow diagram accesses – even
OutOfMemoryExceptions and a crash of the
Tomcat server may occur. Allocate more
memory to the Tomcat server. See section
Configuring the web server .

Your browser redirects you to

You didn't configure the server correctly.

localhost when you enter the

Ensure that you have followed the install-

Signavio server URL into the

ation instructions correctly and completely

web browser.

and restart the Apache Tomcat.
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Problem

Solution

Umlauts are not displayed as

The Apache Tomcat is not using UTF-8

expected in Process Manager

encoding. Check the operating system, data-

UI and exported documents or

base and web server configuration (see

pictures (PNG, PDF etc.)

Installation instructions).

The system doesn't send noti-

Re-check the server’s SMTP configuration

fication emails.

(see Installation instructions).

Users within your com-

Some relay configuration of your email

pany/network receive noti-

server prevents it from sending emails to

fication emails, external users

external users. For most email servers allow-

don’t.

ing anonymous access (if no user name and
password was set during configuration of the
email server integration) this is the default
configuration. Contact the administrator who
is responsible for your email server.

The Tomcat server doesn’t start If the Tomcat startup was canceled preup properly and writes 'Waiting

viously (for example due to a lack of

for changelog lock...' into the

memory), this error may occur. Stop the

log file.

server before fixing the defect. Afterwards,
log into the database and open the table
DatabaseChangelogLock . It usually contains just one line. Set the value of the variable LOCKED from 1 to 0 . Start the Tomcat
server again.
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Problem

Solution

It is not possible to save very

With the default Tomcat settings, it is not pos-

large diagrams

sible to save very large diagrams (> 2 MB of
mere textual representation). You can
increase the file size limit by adding the
maxPostSize property to connector definitions in the Tomcat's server.xml file. Read
more at Configuring the web server.

Some features don't work as

These features are provided by different web

expected

services which communicate via HTTP(S).

o
o

o

The Dictionary is empty.

For a smooth communication it is necessary
that the JVM instance accepts the used cer-

The BPMN Simulation

tificate. If you observe one or more of these

can’t be executed.

effects, check the Tomcat log files. Probably,

The search of diagrams

the error messages contain helpful hints on

and Dictionary entries

what the problem is.

returns no results.
o

Diagrams can’t be exported as a PNGs, the diagram preview in the
explorer shows no picture
of the diagram, Collaboration Hub shows no
graphical representation
and in the BPMN Simulation and Diagram Comparison no diagrams are
displayed.

o

No daily notifications are
sent out.
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8.4 Maintaining the server
When you need to restart the system - for example because of an update - consider the following issues.

8.4.1 Inform your users
If maintenance activities require a restart of the system, inform all users that the
server is temporarily unavailable.
As a workspace administrator of Process Manager you can access a list of all
users to inform them about updates and possible downtimes.

8.4.2 Managing the database during a restart
Process Manager works exclusively on database systems that support transactions.
Therefore, a restart of the database doesn't impact data consistency. However,
you must not abort the initialization of the server, because it includes operations
not all database system run in transactions. Therefore, you must not shut down
the system during startup. In case you need to shut down the database system,
always shut down the Tomcat server before .

8.4.3 Managing user sessions during a restart
Every user session will be kept at a restart of the Tomcat server. Therefore,
users who are currently logged in stay logged in. Upon shut down, the user sessions data is stored in a file on the Tomcat server
(by default $TOMCAT_DIR/- work/Catalina/localhost/\_/SESSIONS.ser). The system reads the file again during startup and restores the sessions. If the system
interrupt only lasts a short time, the modelers who are currently logged in may
not notice the restart at all. When users try to save a diagram while the Tomcat
server is down, they receive an error message. As soon as the server is restarted, the save process can be repeated and will succeed.
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8.5 Monitoring
To avoid unnecessary downtime, you should continuously monitor both the database server and the web server.
For the database server it is most important to monitor the used disc storage. We
recommend that you set up an observation routine that checks if the server runs
out of disk space or if there are problems with creating backups. If the database
server responds slowly, you should re-check its configuration (for example, if the
database caches are configured correctly or if the data needs to be read from
disk each time a request occurs).
You can check the plain availability of the web server by sending an http request
and logging into the Signavio system. Additionally, you should monitor the web
server's process and its memory usage. If the process has to touch the swapsec- tion and needs to outsource memory pages to the disc, the system responds
very slowly. In such a case, make additional memory available.

8.6 Updating the database or operating system
Always backup your data before you migrate. On shut down, stop the Tomcat
server before stopping the database system.
The Signavio application employs JDBC and Apache Tomcat to abstract from
the database system, respectively the operating system.
Generally, an update of your database or operating system can be conducted
without consulting Signavio Support.
However, you need to ensure the target version of the database/operating system is supported.

8.7 Moving the server to new hardware
Always backup your data before you migrate. On shut down, stop the
Tomcat server before stopping the database system.
Moving the server to a different hardware is no problem.
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1. Copy your license file and create a dump of your database.
2. Install the system from scratch on your new machine and import the database dump there.
3. Ensure all external systems are accessible from the new server (email
server, database, Active Directory, SharePoint etc.).

Version 14.9

61

9 Replacing the license file

9 Replacing the license file
Before replacing the license file, create a backup of your database.
Replacing the license file triggers irreversible changes in the database.
You need to replace the license file for example after ordering additional users,
or when you receive a new license file from Signavio.
To replace the license file, follow these steps:
1. Create a backup of your database.
2. Stop the Process Manager container.
3. Navigate to your configuration folder, from which docker-compose is started.
4. Save a backup copy of the old license file configuration_signed.xml.
5. Move the new license file into the folder.
6. Restart the docker-compose setup.
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10 Custom configuration of Process
Manager
Process Manager provides extensive configuration options for the needs of your
organization.
For detailed instructions on how to configure Process Manager as a workspace
administrator, go to the section Workspace administration of the Process Manager user guide.
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11 Compatibility
The following table shows the compatible software versions for different versions
of Process Manager.
Process

Workflow

Manager

Accelerator

Database

Notes

MySQL Standard Edition
5.x (InnoDB Storage
13.15

3.129

Engine) or
MySQL Enterprise Edition 5.x (InnoDB Storage

End of support for other
databases for new customers

Engine)
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12 Troubleshooting
12.1 Troubleshooting configuration issues
To check if everything went fine after starting the Tomcat, visit the URL
<baseURL>/diagnostics
(for example: https://mycompanysignavio.com:8080/diagnostics).
Here, you see the following window:

Click Run Diagnostics Test. The tool is automatically checking the log entries. In
case of errors, you receive a problem description and detailed advice on how to
proceed.
To prevent users from accessing the diagnostics results, follow the instructions
at Configuring HTTP basic authentication .
In the code snippets, replace register with diagnostics :
Replace <url-pattern>/p/register/*</url-pattern> with <url-pattern>/diagnostics/*</url-pattern> .

12.2 Installations on Windows
Problem

Solution

Docker
images are
not working
on Windows

We only offer Linux images at the moment, so you have to enable
Windows Linux Container on Windows and Hyper-V (minimum
Windows Server 2016). Both can be can be enabled with PowerShell commands.
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12.3 Files in incorrect locations

Version 14.9

66

12 Troubleshooting

Problem
configuration_
signed.xml file

Solution
o

If the convenience script compose.sh is used, it picks up the
file configuration_signed.xml. This file needs to be in the same

in the wrong
place

folder as the compose.sh file, otherwise you need to adjust
the path in the compose.sh script
o

the compose.sh script encodes the file configuration_signed.xml
in base64 and provides it as an environment variable. As
an alternative, the encoded environment variable can be
set directly in the script or in the docker-compose.yml of the
Process Manager

Database
drivers in the
wrong place

You need to add the database drivers, they are not part of the
provided files. The driver files must be located under the same
root path as the Process Manager Dockerfile and the COPY command needs to be added to the Dockerfile.
The source path of the driver that needs to be added to the Process Manager image must be inside the context of the Docker
build. An example for the COPY command is provided as a comment in the Dockerfile.
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Problem

Solution

Tomcat conIt's possible to put Tomcat configuration files into services/processfiguration files
manager/tomcat_conf . This overrides all values set by environment
in the wrong
variables for the configuration files.
place

If you use this option, in the Process Manager Dockerfile you
need to uncomment the line that ensures that tomcat_conf is
copied into the Docker image.
If the configuration files are put directly into the tomcat directory,
for example COPY configuration.xml /usr/share/tomcat/conf/configuration.xml,

the Process Manager image

overrides this file at startup, because the image creates a configuration file with set environment variables. But the image is set
up in a way that all files in the added folder tomat_conf take precedence over the files created with the set environment variables.
When using configuration.xml from tomcat/conf , make sure you have
gateway mappings added to your configuration.xml, otherwise the
new Collaboration Hub and the new user management might not
work.
<sharedJwtSecret>hellotest</sharedJwtSecret>
<gatewaymappings>graphql=http://graphql</gatewaymappings>
<gatewaymappings>hub-next=http://hub</gatewaymappings>
<gatewaymappings>users=http://user-mgmt</gatewaymappings>
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