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1   SAP Signavio Process Manager Security Guide

1 SAP Signavio Process Manager Security
Guide
In this guide, you can find information about security topics relating to SAP
Signavio Process Manager. The guide outlines the security measures in place
as well as any security-related steps that you must take as an administrator.
SAP Signavio Process Manager uses an Amazon Web Services (AWS) envir-
onment for its back end. For more information about security on AWS, see
the AWS documentation.
For information on certification and accreditation, see the SAP Trust Center.
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2   User administration, authentication, and authorization

2 User administration, authentication, and
authorization
SAP Signavio Process Manager has its own user management.

2.1 Manage users and groups
User accounts are created by invitation: You invite users to your workspace
by email, provide them with a license and access rights, and manage their
accounts.
In addition, SAP Signavio Process Manager users can invite internal and
external process stakeholders to review and comment on diagrams. Internal
users already have a SAP Signavio account. Externals need to create an
account to log in.

If invited users can't access SAP Signavio, check the IP filtering set-
tings of the workspace. Read more in section Set up IP address fil-
tering.

With groups, you can effectively manage a large number of users and their
access rights by creating a group for each organizational role and setting up a
group hierarchy. This simplifies assigning access rights and feature sets to
users.
To open the user management, click Settings in the sidebar of SAP Signavio
Process Collaboration Hub and open the User management tab.

2.2 Users invited for feedback

2.2.1 Internal users

When users who already have an account and a license for this workspace are
invited to review and comment on diagrams, they use their existing email
address and password combination to log in.
Internal users are managed with the user management.
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2.2.2 External users

When external users are invited to comment on diagrams, they must create
an account using the link in the invitation email. They can then sign in to SAP
Signavio Process Collaboration Hub and view the diagram, for which they
have received an invitation. Instead of a paid license, they are assigned a com-
menting license so that they can view and add comments.
The user accounts created in this way are like those created with the user
management, but the following restrictions apply:

o Users can't see any other diagram then the one they were invited to.
o Users aren't assigned to any user group, not even the default groups.
o Users can't access any other SAP Signavio component.

To revoke access, remove the account from the user management. When you
just remove the licenses, external users can still sign in to SAP Signavio Pro-
cess Collaboration Hub. They no longer see any diagram, instead they are
informed that their trial has expired.
If needed, you can keep the account and manage it like any other account, for
example assign more licenses and provide more access rights.

2.3 Users invited to a workspace
In the user management, you invite new users to your workspace. You also
select the license type and the user groups you want to assign to the new
user.
The license for a new user is bound to the email address to which you send an
invitation. The new user has to register with the same email address to use
the license.
New users are automatically added to the user management once they have
accepted the invitation and logged in to the workspace. You can then manage
their access rights.
By inviting users to your workspace, you are giving them access to all dia-
grams in the Shared documents folder, by default. If you want them to man-
age the workspace, you add them to the Administrators group.
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2.4 Create accounts

If you want to set up auto-provisioning for your workspace so that
user accounts are created automatically on login, read more in sec-
tion Setting up Single Sign-on (SSO) for your workspace.

You have the following options to add users to your workspace:

o Create accounts with bulk invites. The accounts are created when users
log in for the first time. Only then can you change users' access rights.

o Create user accounts instantly. With this option, you can change users'
access rights immediately after you've created the accounts.

Every user you invite to your workspace has the following default per-
missions. Note that you can change these permissions by adding users to
user groups.

o Viewing and editing diagrams in the folder Shared documents
o Viewing and editing dictionary entries

You can change users' permission in Setup > Manage access rights in the
explorer of SAP Signavio Process Manager.

2.4.1 Create accounts with bulk invites

Note that you can change users' access rights only after they have
logged in for the first time.

Follow these steps:

1. In SAP Signavio Process Collaboration Hub, click Settings in the sidebar
and open the User management tab.

The user management opens.

2. In the sidebar, click Invites.
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2   User administration, authentication, and authorization

3. Paste the email addresses to the field. Email addresses must be sep-
arated by a whitespace.

4. Select one or more licenses from the drop-down list. Each user you
invite will receive the selected licenses.

5. Optionally, you can assign each user to a user group from the drop-
down list. When you create users groups, you can assign licenses that
will be applied to each user of the group.

6. Click Send invites.

Email invitations with a link to the registration page are sent.

2.4.2 Create multiple accounts instantly

Follow these steps:

1. In SAP Signavio Process Collaboration Hub, click Settings in the sidebar
and click the User management tab.

The user management opens.

2. In the sidebar, click Invites.

3. Paste the email addresses to the field. Email addresses must be sep-
arated by a whitespace.

4. Select one or more licenses from the drop-down list. Each user you
invite will receive the selected licenses.

5. Optionally, you can assign each user to a user group from the drop-
down list. When you create users groups, you can select licenses that
will be applied to each user of the group.

6. Decide whether to send emails or not:
o To send no invitation email to the users when you create their
accounts, select Do not send invitation email. Users will only
receive an email asking them to change their password.

o To send no email at all, select Do not send change password email.
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If service provider initiated authentication is enabled for the work-
space, users are redirected to the identity provider, log in there,
and enter the workspace. A SAP Signavio-specific password is not
required.

When SP-initiated authentication is not enabled, users must reset
their password by using the I've forgotten my password link on the
login page.

Read more in Setting up Single Sign On (SSO) for your workspace.

7. Click Create users.

User accounts are created instantly. To change the users' permission,
go to the Users tab.

2.4.3 Delete pending email invitation

Follow these steps:

1. In SAP Signavio Process Collaboration Hub, click Settings in the sidebar
and open the User management tab.

The user management opens.

2. In the sidebar, click Invites.

3. Click the user's email address.

4. On the right side, click Cancel. The link in the email invitation becomes
invalid.

2.4.4 Resend email invitation

Follow these steps:

1. In SAP Signavio Process Collaboration Hub, click Settings in the sidebar
and open the User management tab.

The user management opens.

2. In the sidebar, click Invites.
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2   User administration, authentication, and authorization

3. Click the user's email address.

4. On the right side, click Resend. An email invitation is sent again.

2.5 Delete a user account
To remove a user from a workspace, you delete their account.
When you delete an account, all content in the My Documents folder is
deleted as well. The content the user created in the Shared documents folder,
their comments and changes, and the dictionary entries they created remain.
To remove a user, follow these steps:

1. In SAP Signavio Process Collaboration Hub, click Settings in the sidebar
and open the User management tab.

The user management opens.

2. In the sidebar, click Users.

3. Click the user you want to remove from the workspace.

4. On the right panel, click Delete. The user's account is deleted and the
user can no longer log in.

2.6 Change user settings
You can assign licenses to a user, assign users to groups, and reset the user's
password. To do so, follow these steps:

1. In SAP Signavio Process Collaboration Hub, click Settings in the sidebar
and open the User management tab.

The user management opens.

2. In the sidebar, click Users.

3. Click the user whose settings you want to change.

4. On the right panel, you have the following options to change user's set-
tings:
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o Licenses: Assign a license by selecting a license form the drop-
down list.

o Groups: Assign user to a group by selecting a group from the drop-
down list.

o Reset password: Send a password reset email.
o Remove user: Delete user account, see Delete a user account.

2.7 User groups
Managing access rights for individual users becomes hard to manage with a
large number of users and a lot of content. We recommend that you create
user groups to manage access rights and access to features. With user
groups, you can manage the permissions of multiple users at once.
At the moment, no templates for creating user groups are available.

2.7.0.1 Add user groups

To add a group, follow these steps:

1. In SAP Signavio Process Collaboration Hub, click Settings in the sidebar
and open the User management tab.

The user management opens.

2. In the sidebar, click Groups.

3. On the right panel, enter the group name and click Add a new group. The
new group is added.

2.7.0.2 Delete user groups

Follow these steps:

1. In SAP Signavio Process Collaboration Hub, click Settings in the sidebar
and open the User management tab.

The user management opens.

2. In the sidebar, click Groups.

3. Click the group you want to delete.
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4. In the right panel, click Delete.

5. Confirm with Yes, delete this group. The group is deleted. Users that are
members of this group are not deleted.

2.7.1 Change user group settings

Follow these steps:

1. In SAP Signavio Process Collaboration Hub, click Settings in the sidebar
and open the User management tab.

The user management opens.

2. In the sidebar, click Groups.

3. Click the group which settings you want to change.

You have the following options to change the group's settings:

o Name: Edit the name of the group.
o Add new users to this group automatically: Decide whether to define this
group as the default group.

o Select a group as member: Create a group hierarchy by adding another
group.

o Users: Remove users from the group by clicking X.
o Select a user to add as a member: Select a user from the drop-down list
to add to group.

2.7.2 Default user groups

When customizing user groups, you can set one or more groups as default
groups. For example, you can use a default group to provide new users with a
basic set of access rights.
To define a group as a default group, activate the option Add new users to
this group automatically in the group settings.
Each user invited through the user management is assigned to all default
groups by default.
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To assign the user you want to invite to another group, you can assign user-
specific user groups in the user management dialog when you set up the invit-
ation.
Users created with SAML or CSV API are also assigned to the default groups,
unless you specify other user groups by configuration.

2.7.3 Create workspace administrators

In SAP Signavio Process Manager, administrators have extensive permissions
to manage workspace settings and user access. The only thing they can't
access or manage is the content in a modelers My documents folders.

Administrators can make numerous changes to your workspace.
For this reason, we recommend enabling people with tool-specific
knowledge and experiences in business process management and
process modeling.

To create an administrator account, follow these steps:

1. Create a user account.

2. In the explorer, go to Setup > Manage access rights. The user man-
agement dialog opens.

3. Open the User groups tab.

4. Select the group Administrators.

5. In the section Add user/group, select the user from the drop-down list.

6. Confirm with Add. The user now has administrative rights for your work-
space.

o To revoke administrative rights, remove the user from the Admin-
istrators group.
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2.8 Manage access rights

You need an administrator account to use this function.

This section describes how to define access rights to folders, diagrams, the
dictionary, and dictionary categories. For information how to activate specific
feature sets, see section Activate feature sets.
You can assign access rights for users and user groups.
Access rights are additive. Once users have access by being in a user group
with access, the access rights cannot be taken away by adding the users to an
additional group with less access or by setting user-specific access rights.

2.8.1 Folder structure

If users are not members of any group initially, they are able to read, write,
delete or publish in all folders and models in the Shared documents folder.
If you grant users access to a diagram and they don't have access to the
folder containing the diagram, they can only view the diagram and the dia-
gram path. They don't have access to any other diagrams in this folder. To
restrict access rights based on organizational roles, we recommend setting
up a folder structure that reflects the different access rights variations.

2.8.2 User groups

We recommend to create user groups with access rights that match your
organizational requirements. See section User groups.

2.8.3 Set access rights for folders and diagrams

If you give users access rights to a folder, they also have access to all sub-
folders and diagrams in that folder.
To define access rights, follow these steps:

1. In the explorer, go to Setup > Manage access rights. The user man-
agement dialog opens.
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2   User administration, authentication, and authorization

2. Open the Access rights tab. The tree structure shows all content of the
Shared documents folder.

3. Select the element for which you want to define access rights.

4. From the drop-down lists, select the users or user groups and the
access right types. You find detailed descriptions of the access rights
below.

5. Confirm with Add. The added users and their access rights are added to
the list.

2.8.3.1 Limit access to specific folder content

Journey models and uploaded files always inherit the access rights
of the folder in which they are stored. This means you can't limit
access rights to specific journey models or uploaded files in a
folder.

When you grant access to a folder, users have access to the complete folder.
You can limit the access to specific folder content.
If you grant users access to a diagram and they don't have access to the
folder containing the diagram, they can only view the diagram and the dia-
gram path. They don't have access to any other diagrams in this folder.
Follow these steps:

1. Select users or user groups that have access rights.

2. Click limit.

3. Select the content to which users should keep access.

4. Save with Confirm.

You can't limit access rights for folders that have inherited their access rights
from a parent folder directly. You need to limit access from the parent folder
instead.
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2.8.3.2 Available access rights for diagrams and folders

Access
right

Details

Hub (H) View published content in SAP Signavio Process Collaboration Hub

Read (R) View unpublished content in the simulation tool, the revision comparison
tool, the commenting view, and in SAP Signavio Process Collaboration Hub

Write
(W)

Edit and save content in the editor

Delete
(D)

Delete and move content
To delete and move content between folders, users need write
access for both folders and delete access for the folder from which
the content is removed.

Publish
(P)

To publish content and move published content

o To publish diagrams in SAP Signavio Process Collaboration
Hub

o To move published elements such as diagrams and folders
o To embed a diagram on an external website

2.8.3.3 Access rights for SAP Signavio Process Collaboration Hub features

The commenting feature in SAP Signavio Process Collaboration Hub is a read
access, since users who have been invited with the function Invite anyone for
feedback can add comments to a diagram, but aren't able to edit it.
To use the revision switcher, users need read access for the diagram revi-
sions they want to view.

2.8.4 Set access rights for the dictionary

By default, users can access the complete dictionary. You can limit access to
specific dictionary categories and subcategories.
To define access rights for the complete dictionary, follow these steps:
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1. In the explorer, go to Setup > Manage users & access rights. The user
management dialog opens.

2. Open the Access rights tab.

3. Select the dictionary folder.

4. From the drop-down lists, select the users or user groups and the
access rights. You find detailed descriptions of the access rights below.

5. Click Add. The access rights you set are listed.

To limit access rights for the dictionary to specific categories, follow these
steps:

1. In the Access rights tab, select the folder Dictionary.

2. Select users or user groups that have access rights set.

3. Click limit.

4. Select the dictionary categories to which users should keep access.

5. Confirm in the dialog.

When you remove access to a dictionary category, entries from this category
are no longer listed for the users, are not included in their search results, and
can't be used by them when creating diagrams.

Users can always view dictionary entries in the diagrams where
they are used, even without having access to the dictionary cat-
egory.
When users have limited access to the dictionary, they are no
longer listed when you select the dictionary folder.

2.8.4.1 Access rights for the dictionary

Access rights can be set for the complete dictionary or dictionary categories.
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Access
right

Function

View (V) View dictionary entries in the editor and in SAP Signavio Process Col-
laboration Hub. In the editor, the dictionary entries can be used during mod-
eling.

Write
(W)

Edit and save dictionary entries.

Delete
(D)

Delete and move content
To delete and move dictionary entries between categories, users
need write access for both categories and delete access for the cat-
egory from which the entry is removed.

Publish
(P)

Publish dictionary entries in SAP Signavio Process Collaboration Hub.

The access rights for dictionary categories only affect dictionary entries in
these categories.

2.8.5 Change access rights

To edit access rights, you use the process for adding access rights.
To remove limitations to specific content, you need to grant full access to a
folder or the dictionary first.

2.8.6 Remove access rights

To remove access rights, follow these steps:

1. In the explorer, go to Setup > Manage users & access rights. The user
management dialog opens.

2. Open the Access rights tab. The tree structure shows all content of the
Shared documents folder and of the dictionary.

3. Select the element for which you want to remove access rights. Users
and their access rights are listed.
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4. Click Remove. If the Remove button isn't visible, click the parent folder
in the Inherited from column, and remove the access right there.

5. Confirm with Yes.

2.9 Single sign-on using SAML

You need an administrator account to use this function.

With SAP Signavio Process Manager version 14.6, administrators
don't need SAP Signavio support anymore to configure single sign-
on.
If you had already set up SSO with SAML for older versions, you
must update both the IdP and the SP configuration for security
reasons.
To update your configuration, follow the steps in section Configure
your IdP. In addition, you must enable the option Use the latest
SAML 2.0 capabilities in the SSO settings as described in section
Enable SSO using SAML.
Single sign-on (SSO) is an authentication method. When SSO is set
up, users can access different applications by logging in with only
one account. SAP Signavio supports SSO authentication using the
Security Assertion Markup Language (SAML), both for the SaaS
and the on-premises solution.
SAML is a standard to exchange authentication and authorization
data between a service provider (SP) and an identity provider (IdP).
SAP Signavio supports IdP-initiated authentication and SP initiated
authentication.
SAP Signavio acts as an SP and agrees to trust an IdP to authen-
ticate users. When a user wants to access SAP Signavio, SAP Sig-
naviosends an authentication request to the IdP. The identity
provider validates the user and generates an authentication asser-
tion that allows the user to log in to the workspace with their cre-
dentials.

Version 16.15 19



2   User administration, authentication, and authorization

2.9.1 Just-in-time provisioning

When SSO using SAML is enabled, you can specify that users automatically
get an account when they access SAP Signavio for the first time. This is called
just-in-time (JIT) provisioning and allows users not to have to register with
SAP Signavio themselves.
For JIT provisioning to work, the following conditions must be met:

o A user must be authenticated successfully with the IdP.
o The response from the IdP contains the mandatory attributes. Read more
in section Configure your IdP.

o At least 1 unassigned license for SAP Signavio Process Collaboration Hub
is available.

With JIT provisioning enabled, the following happens:

o When a user logs in for the first time, a new account is automatically cre-
ated.

o When a user logs in who already has a SAP Signavio account and an IdP
name ID, any IdP change on their first name, last name, and email address
will be automatically updated in the SAP Signavio user management.

The authentication assertion sent by the IdP can contain information on
licenses and user group assignments, and the following applies:

o A user receives a license that is specified in the IdP response, given that
such a license is available in the workspace.

o A user is assigned to all groups that are specified in the IdP response, given
that these user groups exist. User groups that don't exist are ignored.

o If a user is assigned to a user group that isn't included in the IdP response,
the user is removed from this group.

When JIT provisioning is disabled, only users with an existing account can
access the workspace. Other users will receive an error message. Read more
on user management in section Manage users and groups.

2.9.2 Set up SSO using SAML

To set up SSO using SAML, you must configure the IdP and enable SSO for
your workspace. Then, you can invite users.

Version 16.15 20

../../../../../../Content/process-manager/userguide/workspace-admin/manage-users/user-management.htm
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All steps are described in detail in the following sections.

2.9.2.1 Configure your IdP

You can configure all third-party IdPs that support SAML 2.0, for example:

o ADFS 2.0/3.0
o Okta
o OneLogin

For the configuration, the SP and the IdP must exchange metadata files.

We recommend to use an IdP with multi-factor authentication
enabled, particularly for administrator accounts.

Follow these steps:

1. In the explorer, click Setup > Manage SAP Signavio Process Col-
laboration Hub authentication.

The configuration dialog opens.

2. Select SAML 2.0 based authentication from the drop-down list.

The configuration dialog opens.

3. Download the IdP metadata file. To do so, click the link Download the
SAML service provider metadata in the lower dialog area.

4. Upload this file to your IdP or configure your IdP manually with the
information from the file.

In your IdP configuration, set the SAML response attributes as follows:
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Attribute Mandatory Description

Name ID yes
It's the primary identifier, must be unique, and
doesn't change. For example, use the internal
employee ID.

email yes Email address of a user

first_name yes First name of a user

last_name yes Last name of a user

signavio_
licenses_v1 no

The name of the license that you want to
assign to a user, for example "Enterprise
Plus Edition", "Enterprise Edition" "Classic
Edition", "Collaboration Hub", or "Work-
flow".
When you assign more than one license, use
a comma separated list. Example: "Enter-
prise Plus Edition,Workflow"
Ensure that there is no space between
license names. Spaces within license names
are valid.

signavio_
groups_v1 no

The names of the groups that you want to
assign to a user.

The following 5 characters can't
be used in group names:
"<> '&

When you assign more than one
group, use a comma separated
list. Example: "modeling user-
s,admins"
Ensure that there is no space
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Attribute Mandatory Description

between group names. Spaces
within group names are valid.

If your IdP is Azure, you need to use the following attributes for licenses and groups:

signavio_
licenses_v1_
azure

no

The name of the license that you want to
assign to a user, for example "Enterprise
Plus Edition", "Enterprise Edition" "Classic
Edition", "Collaboration Hub", or "Work-
flow".
When you assign more than one license, use
a comma separated list. Example: "Enter-
prise Plus Edition,Workflow"
Ensure that there is no space between
license names. Spaces within license names
are valid.

signavio_
groups_v1_
azure

no

The names of the groups that you want to
assign to a user.

The following 5 characters can't
be used in group names:
"<> '&

When you assign more than one
group, use a comma separated
list. Example: "modeling user-
s,admins"
Ensure that there is no space
between group names. Spaces
within group names are valid.
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IdP configuration is complete. You can continue with enabling SSO for your
workspace. Read more in the next section Enable SSO using SAML.

2.9.2.2 Enable SSO using SAML

Before you start, you need the configuration metadata from your IdP. Read
more in the previous section Configure your IdP.
Follow these steps:

1. In the explorer, click Setup > Manage SAP Signavio Process Col-
laboration Hub authentication.

The configuration dialog opens.

2. Select SAML 2.0 based authentication from the drop-down list.

The configuration dialog opens.

3. To enable IdP-initiated authentication, select Enable SAML 2.0 authen-
tication.

IdP-initiated authentication means that a user who logs in to the IdP
must select SAP Signavio, and is then redirected to your workspace and
logged in.

4. With SP-initiated authentication, a user who is logged out from SAP Sig-
navio and tries to access your workspace, is redirected to the IdP, must
log in to the IdP, and is then directed back to SAP Signavio and logged
in.

To additionally enable SP-initiated authentication, select Allow service
provider initiated authentication.

5. For SP-initiated authentication, the initial request sent by the SP to the
IdP can be signed with a certificate. If the authentication request is
signed, the IdP has additional means to verify that the request was sent
by the SP.

To enable signing the authentication request, select Sign authentication
request.

6. To enable just-in-time provisioning using SAML, select Create new user
accounts automatically.

7. If disabled, enable Use the latest SAML 2.0 capabilities.
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Latest SAML 2.0 capabilities ensure secure authentication
and furthermore provide additional capabilities like assigning
user groups and licenses when provisioning users.

If you are configuring SSO for the first time, this option is
enabled by default and you must keep it enabled in order to
successfully enable SSO for your workspace.

If you've already configured SSO in SAP Signavio Process
Manager version earlier than 14.6, you must first update your
IdP configuration as described in section Configure your IdP
and only then enable the option Use the latest SAML 2.0 cap-
abilities manually.

For convenience, it is automatically enabled once an IdP-ini-
tiated SSO is successfully executed using the updated IdP con-
figuration.

8. Paste the configuration metadata provided by your IdP to the field XML
Metadata.

9. Confirm with Save settings and close the dialog.

2.9.2.3 Hint on links in invitation emails

SAP Signavio Process Manager users can send invitations emails to internal
and external stakeholders.
If single sign-on is enabled but not enforced in your workspace, these invit-
ations emails contain 2 web links:

o Access using single sign-on (requires a company email account)

The following applies:
o Users who are logged in to their company system are directly dir-
ected to SAP Signavio Process Collaboration Hub.

o Logged out users need to enter their company credentials to log in.
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o New users need to register with their company email and get a SAP
Signavio account.

o Access as a guest (you will be asked to register with your name and
email address)

The following applies:
o Users with a guest account log in with their guest account cre-
dentials.

o New users need to register.

Read more on the invitation features of SAP Signavio Process Manager in sec-
tion Inviting stakeholders to comment on a diagram.

2.9.2.4 Invite new users by email

If SP-initiated authentication and JIT provisioning is enabled, you can invite
users to your workspace by sending them an email.
Follow these steps:

1. Get the workspace link:
o Share a link to any content within your workspace, for example by
copying the URL from your browser address bar.

o Create a link to the workspace by adding the workspace ID as an
URL parameter, for example https://ed-
itor.signavio.com/p/hub?t=<WORKSPACE_ID>

2. Paste the link to an email and send it to the users you want to log in with
SSO using SAML.

2.9.3 Enforce SSO to disable login with credentials

When SSO is enforced for your workspace, users can't log in using their SAP
Signavio credentials. All users have to log in through the IdP.
If SP-initiated authentication is enabled, users are logged in when clicking a
link to any content within your workspace, for example a published diagram in
SAP Signavio Process Collaboration Hub, or a link that includes the work-
space ID as an URL parameter.
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When SSO is configured but not enforced for your workspace, the following
applies:

o Users can log in through the IdP.
o Users can also log in by entering their email and password on the SAP Sig-
navio login page.

o If SP-initiated authentication is enabled, a logged out user is always redir-
ected to the IdP when clicking a link to content in your workspace.

When you've set up enforced SSO, make sure SSO is working
before logging out from your workspace. Otherwise all users, includ-
ing you, won't be able to access the workspace. To test the SSO
configuration, log out and log in again with another user account.
In case of problems, please contact our SAP Signavio service
experts on the SAP ONE Support Launchpad so they can disable
this option for you.

To enforce SSO, follow these steps:

1. In the explorer, click Setup > Edit security configuration.

The configuration dialog opens.

2. In the Password policies section, enable Enforce SSO login.

3. Confirm with Save.

2.10 Manage security settings
To enhance IT security, you can limit the access to your workspace by fil-
tering IP addresses. In addition, you can define password policies to enforce
strong passwords.
The security settings apply to every user currently in the workspace and also
to all future users.
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2.10.1 Set up IP address filtering

Users of the on premises edition cannot set up IP address filters.

The IP address filter allows you to define a list of trusted IP addresses that
can access SAP Signavio Process Manager and SAP Signavio Process Col-
laboration Hub. Devices with unlisted IP addresses can't access the work-
space even with a valid username/password combination. This can be useful,
for example, if you want to restrict access to your workspace or SAP Signavio
Process Collaboration Hub to one or more specific companies.
For specifying IP addresses, the following rules apply:

o The IP address filter is based on IPv4, therefore IPv6 addresses cannot
be added to the list of trusted IP addresses.

o Only Internet IP addresses are accepted. Local area network (LAN) IP
addresses can't be listed because they depend on the local network con-
figuration.

o You must specify IP addresses in classless inter-domain routing (CIDR)
notation. With the CIDR suffix, you specify whether to filter for an exact
IP address or a range of IP addresses. The smaller the number after the
slash, the greater the range of IP addresses.

Example:

99.123.134.246/8 –> range from 99.0.0.0 to 99.255.255.255

99.123.134.246/16 –> range from 99.123.0.0 to 99.123.255.255

99.123.134.246/24 –> range from 99.123.134.0 to 99.123.43.255

99.123.134.246/32 –> exactly 99.123.134.246

The operating administrator's IP address is added automatically, so if you are
setting up the list of trusted IP addresses and are using a static IP address,
you get access from your current device automatically.
To filter for IP addresses, follow these steps:

1. In the explorer, click Setup > Edit security configuration.

2. Check Activate IP Filtering.
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3. Enter a CIDR IP address and click Add.
The IP address is added to the list of trusted addresses.

4. Save your changes.
The IP address filter is active.

To remove an IP address from the list of trusted addresses, select the IP
address and click Remove.
To completely deactivate the IP address filtering, disable the option Activate
IP Filtering.

2.10.2 Trusted domains

SAP Signavio Process Collaboration Hub can only be embedded in
third-party systems via iframes if trusted domains are used. If a
domain not included in the trusted domains is used, web browsers
don't load the page, and instead show a security violation page to
the users.

To embed SAP Signavio products in an iframe using trusted domains, you
have the following options:

o Use one of the public trusted domains
o Add workspace-specific trusted domains

2.10.2.1 Use public trusted domains

Some common third-party tools use domains that are public trusted
domains.
When you embed SAP Signavio Process Collaboration Hub in the following
domains, no further action is required on your side:

o *.atlassian.net
o *.sharepoint.com
o *.force.com
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2.10.2.2 Add workspace-specific trusted domains

When embedding SAP Signavio Process Collaboration Hub inside
an iframe, you have to use HTTPS and cannot use any custom
ports.

When you want to embed SAP Signavio Process Collaboration Hub in other
third-party tools, you have to add the domains to the security configuration
and adapt the URLs.
Follow these steps:

1. In the Explorer, open Setup> Edit security configuration.

2. In the section Domain policies, add the trusted domains.

3. Add the parameter ?t=<workspace_id> to the URLs used for embedding.

2.10.3 Define a password policy

To enforce the use of secure passwords, you can implement a password
policy . This allows you to prevent access security issues even if many users
have access to your workspace.
Password policy applies whenever users set a password.
To define a password policy, follow these steps:

1. In the explorer, click Setup > Edit security configuration.

2. In the section Password policies, select the requirements that pass-
words have to fulfill (see list Configuration options for password policy).

3. Save your changes.
The password policy is active and users need to choose a password that
fulfills the password policy.
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2.10.4 Configuration options for the password policy
o Enforce SSO login

Define whether users can log in using their email and password on the
login page or whether to enforce SSO using SAML. Read more in section
Single sign-on using SAML.

o Complexity requirements

A password is accepted when it contains at least three of the following
requirements:

o at least one capital letter (A to Z)
o at least one lower case letter (a to z)
o at least one number (0-9)
o at least one special character (!,§,$,%,&,?,#)

o Consider user name

Users can't use their first or last name in a password, no matter if writ-
ten in upper or lower case.

o Consider user name (strict)

Users can't use three or more letters in the same order as in the user's
first or last name in a password, no matter if written in upper or lower
case.

o Minimum password age

Users can't change a password, unless the specified number of days
since the last change has passed.

o Maximum password age

Users are prompted to change their password after the specified num-
ber of days has passed

We recommend to set a maximum password age.
o Minimum password length

Define the minimum length of a password. Usually, longer passwords
are more secure than shorter ones.

o Maximum password length
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Define the maximum length of a password.
o Password history

Users can't reuse passwords immediately. For example, if the number is
set to 5, the last 5 used passwords can't be set as a new password.
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3 Session security protection
The session ID is unique and random, with high entropy (>64bits), preventing
attackers from guessing or predicting the ID. The meaning of the session ID is
stored on the server side inside the session management repository, and can-
not be decoded on the client side. The session ID is stored in a cookie with the
attributes Secure and HttpOnly.
Secure prevents the cookie transfer over unencrypted connections and pre-
vents the stealing of the session ID through XSS attacks.
The Domain attribute HttpOnly instructs the web browser to only send the
cookie to the origin server. Additionally, HTTP Strict Transport Security
(HSTS) is used. This means the browser will prevent any communications
from being sent over HTTP to the specified domain and will instead send all
communications over HTTPS.
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4 Network and communication security
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5 Audit log
SAP Signavio Process Manager keeps a variety of logs for system admin-
istration, monitoring, problem solving, and auditing purposes. Audits and logs
are essential for monitoring the security of your system and to track events in
case of problems.
You can use the Security Audit Log to record changes to user data records or
user removal. This log is designed for auditors who need to take a detailed
look at what occurs in SAP Signavio Process Manager. You can then access
this information for evaluation in the form of an audit analysis report.
The Security Audit Log provides for long-term data access. Currently there is
no direct access to logs, it needs to be requested through Customer Support.
Please contact our SAP Signavio service experts on the SAP ONE Support
Launchpad.
You can find the following information in the Security Audit Log:

o Changes of user personal data: first and last name, telephone number
and country

o Addition and removal of user from a workspace
o Addition and removal of user from a group
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6 Data storage security
SAP Signavio Process Manager runs in a multitenant environment, with a ten-
ant for each customer.
Customer data is therefore stored in separate tenants.
SAP Signavio Process Manager stores sensitive data such as passwords in
encrypted form. Data saved in this area is encrypted using a secret key that is
created explicitly for the application.
All data stored in the SAP Signavio Process Manager system is encrypted via
database encryption at a disk level.

The database used by SAP Signavio Process Manager isn't access-
ible to you as a customer. As a result, you can't connect it to other
services and any configuration can't be changed by you since this
configuration is internal to the SAP Signavio Process Manager
cloud application.

6.1 Data at rest encryption
Data stored at rest in the underlying storage is encrypted, so as are its auto-
mated backups, read replicas, and snapshots.
SAP Signavio Process Manager uses an Amazon Web Services (AWS) envir-
onment for its back end. For more information about security on AWS, see
the AWS documentation.
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7 Data protection and privacy
Data protection is associated with numerous legal requirements and privacy
concerns. In addition to compliance with general data protection and privacy
acts, it is necessary to consider compliance with industry-specific legislation
in different countries.
SAP provides specific features and functions to support compliance with
regard to relevant legal requirements, including data protection. SAP does
not give any advice on whether these features and functions are the best
method to support company, industry, regional, or country-specific require-
ments. Furthermore, this information should not be taken as advice or a
recommendation regarding additional features that would be required in spe-
cific IT environments. Decisions related to data protection must be made on a
case-by-case basis, taking into consideration the given system landscape and
the applicable legal requirements.
You find details about the use of personal date here:
https://www.signavio.com/privacy/
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